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ETHICAL HANDLING OF PATIENT PHOTOS

Arguments that clinical photos are part

of the private medical record also raise
the question of who owns the photos:
the hospital, physician, or patient?

his article addresses a common ethical dilemma

in modern surgical practice: sharing clinical pho-

tographs via mobile devices. To help surgeons
and surgeons in training better understand and address
the ethical considerations surrounding the exchange
of clinical photographs with colleagues, the authors
examine the following: the level of consent physi-
cians should seek in these scenarios, how photographs
may infringe upon patient rights to privacy and con-
fidentiality, physician responsibility to uphold patient
privacy, and security issues associated with the clinical
use of mobile devices.

This article describes a common scenario in
which a resident is seeking the advice of an on-call
surgeon to consult on a patient case and is asked to
share a photograph of the patient’s injury. Possible
approaches to this dilemma are described, as are the
ethical issues that need to be considered in choosing
one option over another.

Consider the following example: A fifth-year surgi-
cal resident working in the clinic evaluates an adult
male construction worker with moderate hand trauma.
The resident believes a consultation with a plastic and
reconstructive surgeon (PRS) is necessary and contacts
the on-call surgeon in that department. The resident
gives the on-call PRS the history and physical exam
details over the phone. The PRS consultant then asks
the resident to send him a photo of the hand trauma
via text message to get a better understanding of the
extent of the injury, the underlying damage, and the
urgency of the case. This institution has no guidelines
or policies in place regarding transmission of patient
photography via a personal mobile device.

Some possible responses to this situation include
the following:

The resident takes several photos of the hand
injury with a personal mobile device and sends the
photos via text message to the PRS.
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The resident obtains informed consent from
the patient and continues to carry out the steps outlined
in Option 1.

The resident obtains informed consent, takes
several photos with a personal mobile device, and e-mails
the photos to the PRS using a secure hospital e-mail
address.

The resident tells the PRS that he is uncertain
regarding the risks associated with photographing the
patient and does not want to cause any unintended harm
to the patient, hospital, or himself.

The primary issue in Option 1 is whether the resident
should obtain consent to take and share the clinical
photographs that the consulting surgeon has requested.
In current clinical practice, the spectrum of patient con-
sent ranges from patients being completely unaware of
the care decisions their treating physician is making to
participating in shared decision making. Between these
alternatives are several variations. For example, the
physician might make the patient aware of the plan of
care, offering limited but sufficient information, and/
or an opportunity to object or ask questions.' No single
varijation on the spectrum is inherently or categorically
more correct than another.

Physicians acting at any point along the spectrum
may be practicing ethical medicine, but their actions
must be justified by the clinical context. For example,
a number of everyday tasks, such as ordering a com-
plete blood count, often are performed without much
patient discussion. These types of clinical tasks are typi-
cally low-risk, routine hospital orders. On the other
hand, when several management alternatives could
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be implemented, each with its own risks and benefits
(for example, selecting a cancer treatment), a lengthy
discussion with the patient to obtain informed con-
sent is required.

Where should medical photography fall on the spec-
trum? What are the current and future roles of these
images? Are patient photographs most comparable
to a procedure, treatment, physical exam element, or
diagnostic tool? In the case presented, if the images
are intended solely to give the consulting PRS a better
understanding of the degree of damage, the photo-
graphs arguably are being used both as a diagnostic
tool—similar to an X ray—and as a physical exam
component.

If a health care professional accepts this analogy,
then consider the type of consent typically obtained
for these actions. The patient is informed of the phy-
sician’s orders, is given justification, and is provided
with an opportunity to object or to ask questions. If
the patient consents, the physician continues with the
proposed action. If clinical photographs are analogous
to diagnostics and physical exams, should the physician
take the same approach to patient consent?

Although clinical photography may have functional
similarities to physical exams and diagnostics, it could
be argued that sharing clinical photography poses a
greater risk of breaching patient privacy, the deleteri-
ous consequences of which outweigh the benefit of
expedited medical care. The concern is that, as tech-
nology advances and increased connectivity facilitates
the exchange of digital images, the creation of such
digital photos may threaten a patient’s right to privacy
and confidentiality. With such a risk in mind, the con-
sent process detailed earlier in this article may seem
less appropriate. The patient is informed neither of the
intended use(s) of the photographs nor of the possible
endangerment of his confidentiality.

But is this patient’s confidentiality truly at risk? In
clinical photography, personal identifiable information
(PII) is defined as any physical feature that might easily
distinguish a patient, such as facial features, birthmarks,
and tattoos. Under the Health Insurance Portability and

:

Accountability Act (HIPAA) Privacy Rule, “full face
photos and any other comparable images” are con-
sidered “direct identifiers.”” In the case presented, it
is safe to assume that the resident plans to limit the
photographs to the patient’s injured hand, which has
none of these identifiers. If these particular photos are
shared, is there a risk of breaching the patient’s privacy
and confidentiality? To answer this question, one must
determine what constitutes “other comparable images.”
This vague phrase leaves it up to the photographer who,
in this case, is the treating physician, to determine if
the physical attributes included in the image reveal PII.
One could argue that the definition of PII ought to
be extended to include all potentially unique physical
features, including limbs, digits, joints, skin color, and
unique injuries. On the other hand, another physician
may believe PII is strictly limited to unique markings
and the face. A similar argument would be that the
“full-face photos and any other comparable images”
reference in the HIPAA Privacy Rule is part of a limited
data set that excludes other identifiers, such as name,
address, and birth date. Depending on what one con-
cludes is PII or “other comparable photos,” clinical
photographs may be considered part of the private
medical record and, therefore, should be protected
like any other personal health information.
Arguments that clinical photos are part of the pri-
vate medical record also raise the question of who
owns the photos: the hospital, physician, or patient?
Typically, patients have ownership over their medical
record and control third-party access to their private
health information. If clinical images are considered
part of the patient’s medical record, it follows that the
patient should have ownership over any clinical pho-
tographs.>* Ownership in this discussion should be
differentiated from copyright laws and instead focused
on the ethical dilemma as to which party has the most
at stake. The clinical photographs are valuable to all
involved but are arguably most important to the
patient, who has the most to lose if the photographs
are released to the public.”” Therefore, upholding the
ethical principle of justice supports the view that the
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Physicians must use these devices
prudently and remain informed of
the technological shortcomings.

patient should have ownership of the photographs and
control their distribution.

So, how should clinical images be shared with a
larger audience, if at all? Clinical photographs have
become a widely used educational tool and routinely
appear in presentations as well as in hard copy and
electronic publications. However, when clinical pho-
tographs are intended solely for educational purposes,
they no longer provide a direct benefit to the patient.
The benefit has now shifted to a societal impact; that
is, to educate others in the hope of providing improved
patient care in the future.’ But once the benefit shifts
away from the patient, that individual is left with a
risk to confidentiality. The consent issue is no longer
simply whether a clinical photograph may be created
but now includes permission to use the photograph.’

Sharing digital images with a large audience
reduces that ability to control the distribution of sen-
sitive photos. Web-based presentations and the wide
availability of electronic publications makes control-
ling access to patient photographs a challenge. With
this concern in mind, even though a physician may be
passionate about education, his or her duty to uphold
the patient’s right to privacy and confidentiality is still
of the utmost importance; therefore, the physician
must exercise great care when using sensitive photos
for nonpatient care-related activities.

The actions associated with Option 1 remain relevant to
this option. However, two important concepts require
more careful attention. In health care, informed con-
sent is integral to shared decision making and is based
on respect for patient autonomy.® Informed consent
provides patients with an opportunity to participate
in their own medical care and aims to avoid deceit
and coercion.”®* When obtaining informed consent,
a physician typically details the risks, benefits, and
limitations of all available options.
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Based on this understanding of informed consent,
would obtaining anything less than informed consent
for clinical photography infringe upon a patient’s right
to autonomy? If the physician sees a significant risk
of breaching patient confidentiality and believes, for
example, that all patient photographs should be con-
sidered personal health information, then obtaining
informed consent would be the safest action, from an
ethical perspective, on the consent spectrum. If the
physician concludes informed consent is necessary,
then a decision between verbal versus written consent
must be made. In the case presented, verbal consent
would certainly be quicker, easier, and less obtrusive.
This approach also upholds the ethical principle of non-
maleficence by aiming to minimize patient suffering.
However, from a legal standpoint, written consent may
be the recommended option to protect the physician
and hospital from future liability.’

To help guide residents and other physicians
through the process of making an ethically com-
plex decision, as in the case presented in this article,
it is recommended that health care institutions have
standards and policies in place that cover this issue.
Unfortunately, even when these policies exist, they
rarely address the specific issue of clinical photog-
raphy. Institutions need to facilitate this process by
making policies available and compatible with cur-
rent technology.

The resident’s decision in Option 3 highlights an
understanding of mobile device security issues and
the increasing need to develop secure modes of trans-
mitting and sharing clinical photographs.

Text messaging through a mobile device should
always be viewed as a vulnerable mode of transmit-
ting sensitive data. When a text message is sent, the
text is stored on a central server that is not compliant
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with HIPAA, as well as on the sending and receiving
devices."” Many hospital employees may be cognizant
of this vulnerability and consequently avoid sending
text messages containing traditional personal health
information, such as patient name and date of birth.
However, sending photographs via text is a newer
issue, one with more associated uncertainties. When
reviewing Option 3, the discussion detailed in Option
1—what constitutes PII—should be carefully consid-
ered. If a physician’s definition of PII is limited to the
face, tattoos, or birthmarks in clinical photographs,
the risk may be determined as minimal when sending
unidentifiable clinical photographs over less secure
modes of transmission. Conversely, if a physician has
a broader definition of PII, they may be obligated to
send clinical photos through a more secure hospital
e-mail address to better protect the data.

Although a protected e-mail account does provide
added security, personal mobile devices have their
own inherent security issues. Personal mobile devices
have become increasingly prominent in the medical
workplace and are popular due to their ease of use and
portability. However, their portability means they can
easily be lost or stolen." An unauthorized user may
then access the device’s stored data (including saved
photographs and text messages). Many phones lack
the technology to encrypt data, a necessary step that
allows the user to securely transmit sensitive patient
information.'” Even if a device has encryption capabili-
ties, its secured digital memory card may be unable
to encrypt the device’s stored, and potentially sensi-
tive, data.

Modern personal mobile devices, particularly
smartphones, have virtually the same capabilities as
a desktop computer. Most of these mobile devices lack
the security measures that are standard on all hospital
computers. Personal mobile devices are protected by
weak numerical passwords, do not offer firewall pro-
tection or antivirus software, and have the option to
transmit data through non-secure wireless networks."
In contrast, hospital desktop computers operate solely
through an institution’s server and its secure network.
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An institution’s information technology (IT) depart-
ment makes multiple efforts to protect personal health
information, including setting computer lock-out
times, changing passwords, overseeing and limiting
user access to certain files, detecting changes made to
stored data, and monitoring secure wireless and wired
networks.” I'T departments have far less access to and
control over employees’ personal devices. The variety
of brands, operating systems, and service providers
for mobile devices creates an even greater challenge
in developing standard security measures.

Much work still needs to be done in terms of secur-
ing and regulating mobile devices for clinical use.
For the foreseeable future, the owner of the device is
trusted to safeguard patients’ sensitive health informa-
tion, including clinical photographs. Physicians must
use these devices prudently and remain informed of
the technological shortcomings.

Option 4: The resident tells the PRS that he or she
is uncertain regarding the risks associated with
photographing the patient and does not want
to cause any unintended harm to the patient,
hospital, or himself.

The resident who follows Option 4 understands the
technology concerns discussed in Option 3 and decides
to err on the side of caution. The physician recognizes
the limitations of a personal mobile device and decides
that the potential harm to the patient’s privacy and
confidentiality overrides other considerations.
Option 4 leads to a possible knowledge discrep-
ancy and a conflict between two physicians. Imagine
that the consulting PRS is an older physician who is
less familiar with smartphone technology than the
fifth-year resident. Given this disparity, who should
be responsible for protecting the patient’s privacy and
confidentiality? Is it an equally shared responsibility,
or is the resident more accountable because of his or
her advanced acumen with smartphone technology?
To explore this issue, consider the everyday hospi-
tal practice of ordering a consult. Consults are often
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requested to ensure that a more experienced,
knowledgeable physician is involved in manag-
ing a patient. The consulting physician does not
make the final clinical decisions but still has an
ethical responsibility to provide the requesting
physician with the best information and advice
possible. Similarly, the resident may be obligated to
provide the PRS with the technological knowledge
necessary to provide the best care for the patient.
Even though the PRS may have a weaker under-
standing of the potential risks involved, HIPAA
guidelines must continue to be followed to pro-
tect personal health information, including clinical
photographs.
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Conclusion

With increasing technological capabilities and the
large number of personal mobile devices used in
the workplace, snapping a photo of a patient for
both clinical and educational purposes can present
ethical conundrums. These ethical issues—which
include consent, respect for autonomy, photo-
graphic ownership, photographs as personal health
information, and physician responsibility to uphold
patient confidentiality—are further complicated by
the security concerns associated specifically with
mobile devices.

An ethical case can be made for several courses
of action in the clinical scenario presented in this
article. This breadth of possibilities is evidenced
by the many variations and differences found in
hospital policies regarding clinical photography.
The issue that will most likely divide physicians
is how to define PII and to recognize the validity
of obtaining consent when warranted, specifically
when there is a potential risk to the patient’s pri-
vacy and confidentiality. Furthermore, increased
security on mobile devices is necessary and the
institution must play a role in addressing these
security measures.
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